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ABSTRACT

Keywords

We describe an autonomous emergency support system (ESS)
based on opportunistic communications (oppcomms) to support navigation and evacuation of civilians in built environments. In our proposed system, civilians are equipped with
low-cost human wearable devices that employ oppcomms to
exchange packets at close range of a few meters with limited
or no infrastructure. This paper investigates the resilience
and performance of oppcomms in the presence of network
attacks. We assume that a portion of nodes in the network
have been compromised and misbehave, which adversely affects communications and evacuation. We evaluate the eﬀect
of three types of node misbehaviour and propose a defense
mechanism against the most serious among these. The defense mechanism combines identity-based cryptography with
collaborative malicious packet detection and blacklisting of
detected attackers. Results from simulation experiments
conducted on a specialized emergency simulator show the
impact of misbehaviour on evacuation and communication
performance and the improvement oﬀered by the defense
mechanism.

Opportunistic communication, delay tolerant network, disaster management, emergency support, building evacuation,
communications security, identity-based cryptography.

1.

INTRODUCTION

In urban emergencies, the safe and quick evacuation of
people in the aﬀected area is important to minimize casualties. Such evacuation is complicated due to dynamic conditions, such as a spreading hazard and moving civilians, and
safe paths may rapidly change. Furthermore, people may
have an incomplete and possibly incorrect view of the situation, which may lead to incorrect decisions. Diﬃculty of
evacuation is exacerbated by the impact of the emergency
on existing communication infrastructure, which may become unavailable due to failure or congestion. Thus in this
paper, we describe an autonomous emergency support
system (ESS) based on opportunistic communications
(oppcomms) to rapidly inform and safely evacuate people
in the implicated area when other means of communication have broken down. ESS uses opportunistic contacts
between wireless communication devices carried by people
and other ﬁxed sensors to gather and disseminate informaCategories and Subject Descriptors
tion on current conditions. A mobile device provides stepby-step guidance to her user based on information received
C.2.1 [Computer-Communication Networks]: Network
via oppcomms, its local view of the area and its current
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less communication; C.2.0 [Computer-Communication
Networks]: General—security and protection; I.6.3 [Simulation Timely dissemination of correct information is important
in the eﬀective operation of ESS. We investigate the reand Modeling]: Applications; H.4.3 [Information Syssilience and security of oppcomms in this emergency contems Applications]: Communications Applications
text and consider that some of the communication nodes
have been compromised and misbehave, which adversely affects the quality and correctness of navigation services offered by ESS. We introduce our proposed system in Sec. 3.
General Terms
In Sec. 4, we present three types of misbehaviour and proSecurity, Performance, Experimentation
pose a simple yet eﬀective defense mechanism against one of
the more serious of these. Section 5 presents our evaluation
of the eﬀect of these misbehaviours and the performance of
our proposed defense mechanism based on simulation experPermission to make digital or hard copies of all or part of this work for
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2.

RELATED WORK

Related work in civilian navigation and emergency evacuation includes work by Tseng et al. [32] who propose a

distributed navigation algorithm based on the temporally
ordered routing algorithm (TORA) for mobile ad hoc networks in order to guide civilians in a building during an
emergency. In [27] the work in [32] is extended to 3D indoor building environments. In [3] a distributed wireless
sensor network (WSN)-based building evacuation algorithm
that takes into account the expected spread of the hazard
inside the building is discussed. In [25,35] congestion during
evacuation is taken into account. Other work [23] presents
an autonomous indoor navigation system based on mobile
phones that assumes a WSN to monitor the building and
receive updates on a dynamic hazard, with a centralized
emergency guidance system. A WSN of immobile nodes or
a similar ﬁxed wireless network is the main component that
provides navigation support in the works discussed above.
Previous work by our group [13,14] proposes a distributed
evacuation system (DES) for building evacuation, where static
decision nodes (DNs) with communication and processing
capabilities are installed in the building and provide directions to civilians in their vicinity, either via dynamic signs
or wireless communications. DNs form a ﬁxed wireless network and calculate evacuation paths in a distributed manner
based only on local information. The approach we take in
ESS is signiﬁcantly diﬀerent both from our group’s previous work regarding DES and other systems discussed above,
since the ESS uses a mobile opportunistic communication
network (oppnet) as the basis for the provisioning of navigation services. Furthermore, none of the mentioned systems
has been evaluated in terms of security of communications
or how attacks on the system may aﬀect performance.
Several authors have proposed the use of oppcomms and
delay tolerant networks (DTNs) [11] for emergency support
and management. Bruno et al. [4] propose the use of an
opportunistic network in order to “glue” together parts of
the surviving communication infrastructure after a disaster.
They evaluate the communication performance of two opportunistic routing protocols, epidemic routing and HiBOp,
in an emergency context. Communication performance of
a modiﬁed epidemic routing protocol is evaluated in [37],
where oppcomms among smartphones are proposed for the
dissemination of information when cellular infrastructure is
unavailable due to a disaster. A similar approach is also
proposed in [24], where the authors also discuss some of the
security issues of DTNs in an emergency setting. Camara
et al. [6] propose a hybrid DTN infrastructure consisting of
ﬁxed road side units and mobile vehicles for the dissemination of public safety messages during emergencies in outdoor
urban areas. The dissemination of information on the area
layout and hazard via oppcomms is considered in [36] for
emergency evacuation. None of the DTN works discussed
here, with the exception of [36], consider the use of oppcomms for evacuation support, and they focus on the communication performance of oppcomms without evaluating
issues of security or resilience.
Our initial evaluation in [22] showed that oppcomms can
successfully enable navigation services for evacuation in conﬁned spaces. In [21], we compared the evacuation performance of DES and ESS, and observed that given enough
population density, ESS can perform as well as DES and
even surpass it. We looked at how spatial parameters such
as sensor and communication range aﬀect evacuation with
ESS in [15] and investigated how ESS can be used as a backup system to deal with system failures in [12].

Although previous work has discussed security issues of
oppnets and DTNs, to the best of our knowledge, our work
presented here is the ﬁrst investigation into security of oppcomms in the context of emergency navigation and evacuation. Challenges of securing DTNs are discussed in [1,26].
Seth & Keshav [29] propose a practical end-to-end security
scheme for DTNs based on hierarchical identity-based cryptography. Burgess et al. [5] look at the problem of malicious
users in DTNs that do not employ security mechanisms.
Choo et al. [7] investigate the same problem as in [5] but
consider more sophisticated attacks; their results indicate
that when attackers have better knowledge of the workings
of a DTN (e.g. the details of the routing protocol), they
can formulate more devastating attacks. Identity spooﬁng
is investigated in [33] in unsecured DTNs that employ quotabased multi-copy routing protocols. Their proposed defense
does not detect the spoofers or prevent them from participating in oppcomms. A reputation-based trust scheme is
proposed in [2] to detect malicious nodes in a DTN. However, the long time needed to build reputation in the proposed scheme, and its complexity and overhead hamper its
practical application in emergencies.

3.

EMERGENCY SUPPORT SYSTEM

Our proposed emergency support system (ESS) [21,22] is
targeted for densely populated urban areas, and more specifically for built environments, such as buildings, campuses
and shopping malls. In this discussion, we describe the ESS
as deployed in a multi-ﬂoor building. ESS has a hybrid infrastructure, consisting of fixed sensor nodes (SNs) and
mobile communication nodes (CNs). SNs are batterypowered devices pre-deployed at ﬁxed locations in the building and monitor the environment for possible hazards. Each
SN has a sensing unit that senses its immediate area (e.g. for
contaminants, smoke, or excessive heat) and has short range
(< 5m) wireless communication capability so it can directly
communicate with CNs in range. SNs have very low memory
capacity and processing power, i.e. as much as necessary to
perform the sensing and communication functions, and are
assumed to be energy-limited, making power consumption a
major consideration for SNs. Therefore, SNs are only used
for environment monitoring and indoor CN localization.
Each civilian is equipped with a hand- or pocket-held device with some memory and a processing unit, capable of
short-range communication (∼10m indoors). CNs can be
specialized devices, e.g. very small wearable computers that
are given out to employees or students by their company or
university, and such devices may be incorporated into existing accessories such as ID badges and cardholders. We
believe such a scheme is practical given the low cost of such
devices and their potential for delivering other services in
addition to emergency-related services as considered in this
paper. Another option is to depend on consumer products
already owned by people, such as smartphones with Bluetooth connectivity. Given that infrastructure-based communications can be disrupted during the emergency, such devices should not depend solely on cellular communications
or WLANs for connectivity in emergencies. Therefore, CNs
form a network in an opportunistic manner as devices come
into contact as a result of human mobility. If necessary, certain nodes may be placed in ﬁxed locations, e.g. on walls, for
additional coverage. Oppcomms enable the dissemination of
messages in order to gather and convey emergency informa-

tion. While we consider the singular use of oppcomms in this
paper, we are in no way implying that oppcomms should be
prefered to other communications, such as WLANs and cellular networks, that may provide better connectivity if they
are available. Thus one can think of oppcomms and the ESS
described in this paper as a back-up system that becomes
operational should other emergency systems fail.
Oppcomms are characterized by the “store-carry-forward”
paradigm [28] where CNs carry messages in local storage
on behalf of others, and then forward them to other CNs
when they meet; the choice of which messages to forward
to which nodes is determined by an opportunistic routing
protocol. Thus the message is delivered to its destination
via successive opportunistic contacts. Because the network
may be disconnected for long periods of time, carrier nodes
may store messages for lengths of time, and the delivery of
messages to destinations is not guaranteed. The ESS design
assumes that each CN will (a) store the graph representation
of the building that is described below, and (b) be able to
carry out the computations that the ESS needs, sense other
CNs in its vicinity, and carry out short range store-andforward packet reception and transmission for oppcomms.
In ESS, the building is represented as a graph G(V, E);
vertices V are locations where civilians may congregate and
move, and edges E represent path segments that civilians
may follow. An edge has three associated costs: physical
length, hazard intensity, and eﬀective length, which is a joint
metric that combines physical length and hazard. The building graph is known for a building since its layout and edge
lengths will be static and therefore it can be created once
and stored for later use. Each CN stores in local memory
the building graph, which is obtained and installed through
a trusted source (i.e. the company intra-net).
Each SN has a unique device ID, a local clock and a location tag that corresponds to its position in the building.
SNs periodically take measurements of their surroundings
and a hazard is detected when a signiﬁcant measurement
is observed (e.g. existence of smoke, or high temperature).
Each signiﬁcant measurement is kept in the form of a measurement message (MM) in the SN and passed on to
nearby CNs via single hop communication. When active,
CNs produce a periodic beacon message in the form of a
localization request; any SN in the vicinity that receives the
beacon replies with a localization message (LM) that
is used by the CN to position itself in the building using
the location tag in the LM(s). The actual position of a CN
is therefore approximated by its location on the building
graph, i.e. its corresponding graph vertex. The small communication range of SNs help to reduce localization error.
In order to preserve SN energy, CNs keep their localization
procedure inactive until alerted by the system of an emergency.
Each received MM is converted by the CN into a networkspeciﬁc emergency message (EM); an EM contains the
location of the SN for the corresponding MM, hazard intensity, source CN ID and observation timestamp of the SN.
Each EM is then disseminated among CNs using oppcomms;
each EM is a network-wide broadcast packet. The ﬁrst received MM or EM is an indication of a (new) hazard, and
the CN alerts its user and starts the evacuation process for
that user. Since each CN has the complete building graph, it
can update its local graph using the MMs and EMs and run

a shortest path (SP) algorithm1 from its current location
to the nearest exit. This SP is used to provide vertex-tovertex directions to the civilian for evacuation; as new messages are received, the SP is updated. Since eﬀective edges
lengths are used in SP calculation, the SP is a combination
of the physical distance and risk of exposure to the hazard
between two locations. Therefore, the “shortest” path minimizes travel distance while avoiding dangerous areas in the
building. ESS employs (prioritized) epidemic routing [34] for
the dissemination of EMs. Epidemic routing is a multi-copy
ﬂooding-based protocol that mimics the spread of an infectious disease within a population. We use it in ESS due to
its ﬂooding-based approach which closely matches the “oneto-all” dissemination of EMs, and its high message delivery
ratio and low latency [31]. CNs employ timestamp-priority
queues for network storage management, where messages
with the earliest creation timestamps are dropped from the
queue when the queue is full. Newer messages are also given
priority during transmission at CN contacts.

4.

SECURITY OF OPPORTUNISTIC COMMUNICATIONS

Emergency evacuation is a crucial component of emergency response and ESS can provide eﬀective evacuation
guidance in urban areas [21,22] via oppcomms when other
means of communication have broken down. Opportunistic
networks (oppnets) are a form of delay/disruption tolerant
network (DTN) [11] and they oﬀer a means of infrastructureless communication in the face of intermittent connectivity.
As such, oppnets are quite resilient to node and link failures
and other sorts of disruptions that would render more traditional networks inoperable. However, attacks on the network
and misbehaviour of nodes in the oppnet can adversely aﬀect
communication performance [5,7] and evacuation outcome.
Attacks on the emergency network can be deliberate, as
in the case of terrorist attacks where the perpetrators target
emergency services in an eﬀort to multiply the eﬀectiveness
of their attack. A cheap and inconspicuous method of supplementing their attack is disseminating malware which is
activated during the emergency. The system is particularly
susceptible to malware when popular consumer devices are
used as CNs. Another interesting case is when such attackers
are present in the area to observe and coordinate their attack, and maliciously participate in the emergency response
process as civilians. Other attacks or selﬁsh behaviour by
the nodes may not target the emergency process directly,
but may nevertheless have an adverse impact. For example,
a node can selﬁshly receive all messages destined for itself
but may otherwise fail to participate in their propagation.
Other selﬁsh behaviour may arise when a node does not
comply with the rules of the MAC protocol in an eﬀort to
get an unfair share of access to the shared medium. Thus we
consider that a portion of CNs have been compromised, either as a result of malware or deliberate tampering by their
users. Compromised nodes misbehave in certain ways that
aﬀect communication and evacuation. We investigate the effect of three types of misbehaviour in this paper. We would
like to note that this is not an exhaustive investigation into
security of oppcomms for emergency support, and that it is
certainly possible to construct a diﬀerent set of assumptions
1
We assume that a CN runs Dijkstra’s SP algorithm to ﬁnd
the “shortest” evacuation path in our evaluation.

regarding the attack models. The misbehaviours considered
in this paper are used as representatives of a wider range
of similar misbehaviour; they are simple to implement but
either hard to defend against at the network layer or have a
considerable eﬀect on evacuation outcome.

4.1 Attack Model
We assume that there are one or more misbehaving nodes,
interchangeably called malicious nodes or attackers, participating in the ESS. All non-malicious (normal) nodes operate
correctly. When a defense mechanism is not employed, normal nodes trust all CNs and assume that all EMs contain
correct information. We assume that each malicious node
knows the identities of all malicious nodes, but attackers do
not use a collaborative attack strategy. We consider three
types of misbehaviour: (i) drop-all, (ii) radio frequency
(RF) jamming, and (iii) false info.
With drop-all behaviour, malicious nodes drop all incoming messages. With RF jamming, we assume that malicious nodes generate random noise on the radio channel
with enough power to disrupt communications by reducing
the signal-to-raise ratio. Any nodes within range of an RF
jammer cannot receive messages; depending on the MAC
protocol used, they may also be unable to send messages.
In our evaluation, we assume that CNs are IEEE 802.15.4
compliant and therefore use CSMA-CA2 at the MAC layer.
This means that CNs in range of RF jammers will not be
able to send messages due to the carrier sensing mechanism.
False info behaviour combines drop-all behaviour with injection of incorrect packets into the network. Under false info
misbehaviour, malicious nodes drop all legitimate messages,
but keep and forward malicious packets. Additionally, they
generate malicious messages with false information, which
is a combined network- and application-layer attack. The
injection of these messages aﬀects oppcomms performance
and their content misguides CNs to provide incorrect evacuation directions. The rate of malicious message generation
is controlled by the message generation probability pmsg : a
malicious node produces a malicious messages every time it
changes its location with probability pmsg .
Each false EM can potentially contain incorrect information on any message ﬁeld: source CN ID, hazard intensity,
location and timestamp. Hazard intensity, location and
timestamp information is normally provided by an SN. In
our evaluation, we assume that malicious nodes spoof their
ID and hazard intensity but use correct values for the location and timestamp (as received from SNs by MMs or LMs)
when there is no defense mechanism. In this case, malicious nodes can also modify legitimate messages received
from other nodes. When there is a defense mechanism, malicious nodes only spoof hazard intensity and do not modify
EMs of others to avoid quick detection.
Malicious nodes ignore received malicious packets for local
updates. We assume that malicious nodes start to misbehave when they are notiﬁed of an emergency. With dropall and false info attacks, malicious nodes guide their users
based on received normal EMs. With RF jamming, malicious nodes are assumed to be unable to receive EMs once
the jamming is active, and therefore guide their users without updates from EMs.
2
CSMA-CA: Carrier sense multiple access with collision
avoidance

4.2

Defense Mechanism

Our evaluation (Sec. 5) shows that RF jamming and false
info misbehaviours have a signiﬁcant eﬀect on evacuation
outcome and communication performance. Although RF
jamming is easy to detect, it is diﬃcult to defend against
it with network-layer techniques. We therefore focus on
detection of and defense against false info misbehaviour.
We propose a collaborative defense mechanism that combines identity-based signatures (IBS) [30] and content-based
message veriﬁcation to detect malicious packets and nodes.
Packet dropping and collective blacklisting is employed to
prevent identiﬁed attackers from participating in oppcomms.
IBS is an attractive and practical solution to provide node
authentication and message integrity in DTNs. It is based
on identity-based cryptography (IBC) which is an asymmetric cryptosystem that uses the well-known unique identiﬁer,
such as the network address, of an entity to generate its
public key. This allows any node to generate the public key
of a node with a known ID. The corresponding private key
is generated by the private key generator (PKG) and known
only to the entity with the given ID and the PKG.
We assume that a trusted third party acts as the PKG
and assures the one-to-one correspondence between a CN
and its ID. We believe this to be a valid assumption since
this trusted role can be fulﬁlled by the system that provides
the area graph to the CNs. Since this set-up step is done
oﬄine, the presence of the PKG during emergency operation
is not required. The uniqueness of IDs, combined with IBS,
prevents node replication and Sybil attacks [9]. Notice that
IBS cannot prevent insider attacks where nodes are compromised after initial set-up.
Using IBS, each EM is signed by its source CN using its
private key. A receiver can then verify the integrity and authenticity of the message using the public key generated by
the receiver using the source’s ID. Any message that fails
veriﬁcation is dropped and ignored. This scheme allows detection of spoofed IDs and of EMs modiﬁed in transit by
malicious nodes. However, an additional scheme is required
in order to detect malicious messages with incorrect content.
Therefore, CNs employ content-based message veriﬁcation
in addition to IBS to detect malicious packets.
Messages received from SNs and other CNs are used by
each CN to verify the content of a received EM. A CN would
expect each EM to contain information consistent with the
nature of the hazard and previously received EMs. For
example, hazard intensity would be expected to stay the
same or increase at a location, unless there are emergency
response teams in the area. Information inconsistent with
what is already known to the CN is ﬂagged as suspicious.
If an EM contradicts with an MM, i.e. a direct observation of the hazard, then it can be concluded that the EM
is deﬁnitely incorrect and its source node is malicious. A
malicious packet is undeniably tied to its source node since
IBS guarantees message authenticity and integrity.
If a contradiction arises between EMs, then the fact that
malicious nodes generate more messages than normal nodes
is used to identify the malicious message, and thus the attacker. In this case, the source that has generated more EMs
is identiﬁed as an attacker. In order to control the level of
evidence required before a node is identiﬁed as malicious in
this manner, the node can check that the ratio of the number of EMs is higher than a certain threshold, which can
be adjusted to change the level of evidence required. This

detection mechanism does not guarantee that all malicious
messages or nodes will be correctly identiﬁed since nodes
need some time to gather the evidence required. Detection can also produce false negatives where a normal node
is mistakenly identiﬁed as malicious. We present simulation
results on the performance of detection in Sec. 5. Note that
although malicious nodes may try to prevent detection by
decreasing the number of malicious messages they generate,
e.g. by decreasing pmsg , our evaluations3 have shown that using a low pmsg (e.g. pmsg = 0.1) is not a good strategy since
while detection ratio decreases a little with decreasing pmsg ,
the eﬀect of the attack on evacuation performance decreases
much more signiﬁcantly. Therefore, normal nodes are still
better oﬀ when attackers generate less messages even though
the defense mechanism may be able to identify less of the
malicious messages.
Messages from nodes identiﬁed as malicious are ignored
and dropped by normal nodes. Collective blacklisting is
used to inform other CNs of detected attackers. Each CN
maintains a local blacklist of IDs of nodes detected as malicious. When a new malicious node is identiﬁed by a CN, it
is added to its local blacklist and a new blacklist message
(BM) is generated that contains the proof of identiﬁcation
in the form of the original messages used for the identiﬁcation. Inclusion of the proof allows receivers to decide for
themselves whether the identiﬁcation is valid and allows the
detection of false BMs that may be created by malicious
nodes. As with EMs, BMs are signed by their sources and
disseminated among CNs via oppcomms. BMs have higher
priority than EMs to allow for their quick dissemination. A
BM is piggybacked on a packet bundle when there are EMs
to be exchanged during a contact. Otherwise, the BM is
sent on its own. BMs are used by receivers to update their
blacklists. When a CN adds a new node to its blacklist,
any previous messages originating from the attacker are removed from the message queue and updates resulting from
these messages are revoked.
Our proposed defense mechanism expectedly adds some
overhead: communication and storage overheads result from
blacklists, BMs, and message signatures, whereas the signing
and veriﬁcation of each message and the extra steps required
for content-based veriﬁcation of EMs increase the computational load of CNs. Our results in the next section provide
an insight into the communication and storage overheads
due to the defense mechanism. Current consumer devices,
e.g. smartphones, would certainly be able to handle the additional computational load, but specialized low-cost devices
may struggle with the extra load. Although using simpler
cryptographic methods such as symmetric cryptography is
possible to decrease the computational load, they introduce
other challenges which may be more diﬃcult to address, such
as key distribution, maintenance and storage. For example,
if a single symmetric key shared among all nodes is used,
then our proposed defense mechanism would not be able
to provide authentication or integrity since malicious nodes
would have access to the same key used by everyone. If different symmetric keys are used for each node, then a node
needs to store the keys for all other nodes since it can potentially receive a message from anyone and it cannot contact
a key server to request an unknown key under intermittent
connectivity4 . These problems are not conﬁned to symmet3
4

Not presented here due to space limitations
Note that although oppcomms may provide access to a key

Figure 1: Building model used in our simulations.

ric cryptosystems either as some asymmetric cryptosystems
such as those based on public-key infrastructures also exhibit similar problems with intermittent connectivity. The
challenges of using conventional security methods in DTNs
and oppnets are discussed in more detail in [1,26,29].

5.

EVALUATION

We have evaluated the eﬀect of the misbehaviours described in Sec. 4 on communication and evacuation performance, and the improvement oﬀered by our proposed defense mechanism by simulation experiments conducted with
the Distributed Building Evacuation Simulator (DBES) [8]
developed by our group. DBES is a multi-agent distributed
simulation platform designed for the evaluation and testing
of emergency systems and scenarios. We simulate evacuation of a real-life three-ﬂoor large oﬃce building, the model
of which is given in Fig. 1. The bottom ﬂoor, of size 24m
x 45m, contains the two exits; the upper ﬂoors are 24m x
60m. We assume a ﬁre starts on the intersection of the two
corridors on the second ﬂoor and spreads in the building following a Bernoulli trial model. The ﬁre model and its eﬀect
on civilian health are inﬂuenced by [10]. We assume that all
conventional means of digital communication have broken
down in the building and that the central alarm has failed,
which can be due to a central power failure. Civilians are
notiﬁed of the emergency and navigated to the exits using
ESS and oppcomms.
We simulate a total of 120 people in the building, initially distributed evenly and randomly among ﬂoors, i.e. 40
people per ﬂoor (pf). They follow a probabilistic mobility
model until they are notiﬁed of the emergency, which simulates their movement during working hours in the building.
Malicious nodes are chosen at random among all CNs. The
movement speed for a civilian is 1.39 m/sec within the ﬂoors
and 0.7 m/sec when traversing stairs. The simulations take
physical congestion into account during human movement.
Each data point is presented with its 95% conﬁdence interval and is a mean of 50 simulation runs. Each run represents
a diﬀerent initial distribution of people, malicious nodes and
ﬁre spreading pattern.
server under intermittent connectivity, the best-eﬀort nature of oppcomms and the long delays would render such
an option undesirable. Furthermore, the key server itself
may come under a DoS attack or otherwise be unavailable,
e.g. due to power or network failure.

We assume that in addition to the building graph and edge
costs, each CN can store 100 messages (EMs and BMs). Average EM and BM sizes are 40 bytes and 100 bytes respectively without signatures. We assume that 128-bit signatures are used, which adds 16 bytes to each signed message.
Maximum CN data transfer rate is 100 kbits/sec and the
maximum eﬀective CN communication range is 6m. We assume that CNs cannot communicate inter-ﬂoors, which may
be due to physical factors such as ﬂoor thickness. An SN
is located at each graph vertex in the building; SN data
transfer rate is assumed to be 20 kbits/sec and the maximum eﬀective SN communication range is 5m. For false
info behaviour, we set pmsg = 0.8.
We ﬁrst present results on the eﬀect of misbehaving nodes
on evacuation outcome. Figure 2a shows the evacuation ratio vs. number of malicious nodes. Evacuation ratio is the
ratio of the number of successfully evacuated normal users
to the number of all normal users. We observe that drop-all
behaviour does not have a signiﬁcant eﬀect on evacuation
ratio, and the eﬀect of RF jamming is also small compared
with the considerable eﬀect of false info behaviour. The
signiﬁcance of the false info attack arises from its direct
eﬀect on evacuation directions provided by CNs. Due to
incorrect information, CNs misguide their users, resulting
in many casualties and poor evacuation performance. The
defense mechanism greatly improves evacuation ratio, especially when the number of malicious nodes is low, although
evacuation performance without any misbehaviour cannot
be attained even with defense. This is because only some
of the malicious nodes and packets can be correctly identiﬁed using the defense mechanism, as discussed later. These
results also indicate that with the false info attack, even
a single attacker can signiﬁcantly degrade evacuation ratio,
and the severity of the attack increases as the number of
malicious nodes increase.
Average evacuee health is a complementary evacuation
metric, which is the mean health of all successfully evacuated normal users (out of 100). Figure 2b gives average
evacuee health vs. number of malicious nodes and performance similar to evacuation ratio is observed. We see that
the defense mechanism improves evacuee health but the improvement is less than the improvement in evacuation ratio.
Looking at these results on both evacuation ratio and evacuee health assures us that the defense mechanism provides
a positive improvement in the overall evacuation outcome.
We next look at the eﬀect of diﬀerent types of node misbehaviour on the dissemination of normal messages among
non-malicious nodes. Figure 3a shows the number of created and received non-malicious EMs vs. number of malicious nodes. We see that drop-all behaviour does not aﬀect
the number of created normal messages (C), but that C
increases under RF jamming and false info misbehaviours.
This is because more CNs receive measurements from SNs
in these cases due to misdirection (false info) and disrupted
EM dissemination (RF jamming). We observe that the defense mechanism signiﬁcantly increases the number of generated messages due to the use of blacklist messages (BMs),
indicating a communication overhead. The number of received normal messages (R) is decreased with drop-all and
RF jamming due to disruptions, but increased with false info
without defense due to nodes staying longer in the building
due to ineﬃcient evacuation. The increase in R with the

defense mechanism is due to a combination of nodes staying
longer and to the increase in C due to BMs.
Figure 3b presents message delivery ratio for normal messages among non-malicious nodes, calculated considering the
“one-to-all” dissemination of EMs and BMs. Drop-all misbehaviour does not aﬀect delivery ratio much, indicating the
resilience of oppcomms to such misbehaviour. Delivery ratio is signiﬁcantly decreased by RF jamming and false info
misbehaviours. As the number of malicious nodes increases,
delivery ratio continues to decrease with RF jamming but
it reaches a steady level with false info, with and without
defense. We did not observe any signiﬁcant eﬀect of node
misbehaviour on average message latency (not shown).
Average hop count of normal messages is given in Fig. 3c,
which shows that hop count does not change much with
drop-all and false info misbehaviours but decreases significantly as the number of malicious nodes increases with
RF jamming. This indicates that RF jamming eﬀectively
partitions the oppnet into sub-networks which stay disconnected during evacuation, producing the resulting eﬀect on
hop count. This eﬀect is especially apparent with higher
number of misbehaving nodes, which increases partitioning
of the oppnet.
We ﬁnally look at the average of message queue usage in
Fig. 3d, more speciﬁcally the average of the maximum storage (in number of packets) used by each CN for oppcomms.
These results include malicious messages received by nodes
for a more accurate representation of the eﬀect of diﬀerent
misbehaviours on this metric. We observe that queue length
is slightly lower than normal with drop-all behaviour, and
RF jamming decreases queue length further by disrupting
the dissemination of EMs by partitioning the oppnet. Queue
length is signiﬁcantly higher with false info behaviour due to
the injection of malicious messages into the network. False
info with defense has even higher queue lengths, which is
mostly a result of overhead due to BMs.
Our results on evacuation outcome and communication
performance show that although false info misbehaviour has
the greatest impact on the evacuation, RF jamming has
more impact on communications, but this eﬀect translates
weakly to degraded evacuation performance. These results
also indicate that oppcomms is quite resilient to disruptions
and especially to drop-all type of misbehaviour. Our proposed defense mechanism is able to improve evacuation performance considerably at the expense of some communication and storage overhead.
Figure 4 shows the performance of our detection mechanism in the identiﬁcation of malicious nodes and packets
with false info misbehaviour. As expected, the defense mechanism has no eﬀect on the number of created malicious packets, but the ratio of created malicious packets to all created
packets decreases with defense due to the creation of more
normal messages, mostly BMs (see Fig. 4a). The number of
malicious packets received by normal nodes is signiﬁcantly
reduced by the defense mechanism (see Fig. 4b), but as we
discussed earlier, even a small number of received malicious
packets has a great eﬀect on evacuation. Figure 4c shows
that around 65% to 70% of received malicious messages were
correctly identiﬁed as such (labeled “detected pkts”), and a
majority of the detected messages (between 80% and 90%)
were identiﬁed before they were used to update the CNs
and therefore had no direct eﬀect on evacuation (labeled
“dropped on receive”). The false positive ratio is generally
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Number of created and received normal messages (40pf)
Average normal message delivery ratio (40pf)
normal
drop-all
RF jam

300

false info
false info + defense

70
60

200

Delivery ratio (%)

Num created

400

100

Num recvd

0
12 k
8k

50
40
30
20

normal
drop-all
RF jam
false info
false info + defense

10

4k
0k

0
1 2

4

8
12
16
Number of malicious nodes

20

1 2

4

(a) Number of created and received normal messages

Average maximum queue length (40pf)

Average normal message hop count (40pf)
100
Queue length (number of packets)

14
Number of hops

12
10
8
6
normal
drop-all
RF jam
false info
false info + defense

2
0
1 2

4

8
12
16
Number of malicious nodes

20

(b) Delivery ratio

16

4

8
12
16
Number of malicious nodes

normal
drop-all
RF jam
false info
false info + defense

90
80
70
60
50
40
30
20
10
0

20

(c) Hop count

1 2

4

8
12
16
Number of malicious nodes

20

(d) Average maximum queue usage

Figure 3: Communication performance under node misbehaviour
quite low (between 0% and 3%) and the number of malicious
nodes does not seem to have a consistent eﬀect on this metric (see Fig. 4d). These results on detection performance
indicate that although many of the malicious packets are
correctly identiﬁed, the small number of remaining packets
has a non-negligible eﬀect on evacuation.

6. CONCLUSION
In this paper, we proposed the use of opportunistic communications to provide emergency evacuation support in
built areas when other means of communication have bro-

ken down. We investigated the resilience and security of
oppcomms as an enabler of emergency services considering
the eﬀect of diﬀerent types of node misbehaviour. Our evaluation has shown that while oppcomms is quite resilient to
disruptions, RF jamming and the generation of false messages to directly aﬀect evacuation are two signiﬁcant ways
of attacking the network to aﬀect communication and evacuation performance, respectively. We proposed a defense
mechanism combining identity-based signatures and collective malicious packet detection based on content-based message veriﬁcation. Our results show that the defense mech-
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Figure 4: Performance of detection mechanism with false info misbehaviour
anism is able to detect a considerable amount of malicious
packets with intermittent connectivity, and it improves evacuation outcome at the expense of some communication and
storage overhead.
This paper has presented the role of number of misbehaving nodes in evacuation outcome and communication performance. We aim to investigate the eﬀect of other parameters,
such as population density and communication range, in future work where we would also consider issues of system
oversight and data interpretation from incomplete information [18,19] as a way to evaluate the health of the system, as
well as the use of classically used analytical techniques for
performance evaluation [16,20], the challenges of managing
old and new information that is gathered via oppcomms to
evaluate the performance of the system as a whole, and the
role of self-aware or autonomic means of managing the system as a whole and its network components [17]. The attack
model we have considered only considers a small portion of
all the possible attacks. Another relevant attack that we
could consider would target the limited energy resources of
network and sensor nodes.
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